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Open Source Collection & Analysis on
Supply Chain Vulnerabilities

= UNIQUE INSIGHTS
o :« ey

Steven M. Shaker, Chief Technical Officer

Business Network Program
0SC/Emerging Media Group
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e Defense and

e Supply Chain is backbone to global business : .
* Globalization has accelerated production times, mtelh_g_e_nce
outsourcing and subcontracting acquisition programs
 Economic optimization has a concentrated C
geographic risk, which makes supply chains e Critical
more vulnerable. .
 Only 21 % of business have continuity plans for mfrastructures
their supply chains.? (banklng, food,
pharmaceuticals,
L | | energy,
—— transportation, etc.)
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/ Choke off of vital logistical and materials and\

components
e Sabotage of critical components
* Insertion of defective parts and components
e Tainted medicine or foodstuff

» Theft or illicit transfer of technology through
supply chain loss

e Cyber attack on supply chain management and
information systems

K Acquisition of US vendor by foreign entity /

Table . Basic Supply Nenwork Failure Modes

0
0
0
0‘ 0

Failure Mode: A Description
Disruption in ...
..Supply Delay or unavailability of materials from suppliers.
... Transportation Delay or unavailability of the transportation infrastructure or
various modes.
.. Facilities Delay or unavailability of plants. warehouses, office buildings,

facilities used in converting products.
..Communications  Delay or unavailability of the information and communication
infrastructure. N
...Human Resources  Delay, loss or unavailability of human resources to continue i e A

I operations. | TO INTELLIGENCE
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TABLE 5.2 Facent Supply Disruptions
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2001 — Due to closure of
airspace following 9/11 For
had to shut down five plants
because couldn’t get parts
from Canada

2007 - Killer counterfeit
couch syrup in Panama, 365
deaths attributed to tainted
syrup traced to China
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Does Your Supply Chain Deliver Shareholder Value?

High 1 : Loss of
Single port a key supplier
closure s
= .E . Labor
= conomic
S Transportation racession unrest
- link disruption : Visible quality
l I-Illl-ll-llIIIII-IIIIIII-IIIIIII-IEII IT EYEtE‘m EEEEER prﬂblemﬂ
= H :
= Computer : failure Product
% viris Accounting tampering
% Fleod Workplace irregularity Multiple port
vialence : closure
Wind e Technological
Low . Employee
damage n play change
= sabotage

Light Consequences Severe

www.MITsupplychainstrategy.com
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\ 0’00

| Justin-Time

Sense and Respond J

Resiliency

= Mo 5 Betti & (-t i5 Batlor s Rdagptive i Batler

= Mountaing of Sl Mexsead » |mantoey B Redused 10 o Minimem = Irvenbary B Dymamically
i Denys of Supoily and Kept Maving Pocsaticnad Throughoul

* Uses Mass lnventory 1 Hedg * Requires Precise Demand Preciction | * Uses Transportabion Flexhility
Against Unoertainty in Demand ta Purne Lincastainty :.."-:I 'rZ.' burst IT b Handle
and Supply g ks eria Uncestainty

-5 ks Adapteg Ops

Prime Metric: Days of Supply Prirme Metde: Flow Time Prime Melric: Speed/Quality

» Ability to be highly adaptive for cost effectiveness and for achieving sense
and respond capabilities with acquisition supply chain requires very
dynamic information and supply chain intelligence.

CATCH-22

« Same mechanisms and methodologies used for enhancing supply chain

efficiencies and management also expose vulnerabilities and can be
exploited.

INFORMATION TO INTELLIGENCE
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Supply Chain Resiliency

» That stretching supply chains globally increases the risk of
a disruption is no revelation to supply chain professionals.
Less obvious, however, is that being prone to operational
breakdowns makes the enterprise a riskier investment.

» Research is needed to shed more light on the impact of
supply chain resilience on shareholder value. Meanwhile,
supply chain professionals can help build credibility with
Investors and increase the market value of the enterprise.
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supply chain strategy www.MITsupplychainstrategy.com

How can open source collection make the supply chain more resilient?
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{..) Reed Business Information (REBIT)

and weaknesses of your cumpetltumhmmuw the answers to these
SUPPLYCHA].N guestions, you've got supply chain ¢ - And with that information

MANAGEMENT

REVIEW

Business intelligence (BI): refers to skills, technologies, applications and practices used
to help a business acquire a better understanding of its commercial context. Business
intelligence may also refer to the collected information itself. Bl technologies provide
historical, current, and predictive views of business operations. Common functions of
business intelligence technologies are reporting, OLAP, analytics, data mining, business
performance management, benchmarking, text mining, and predictive analytics.
Business intelligence often aims to support better business decision-making.[1] Thus a BI
system can be called a decision support system (DSS).[2]

Supply Chain Intelligence Definition: Decision support environment that results from applying business intelligence (BI)
tools and techniques to supply chain business problems.

Competitive Intelligence (CI): refers to a systematic, ongoing business process to ethically
and legally gather intelligence on targets such as customers, competitors, adversaries,
personnel, technologies, and the total business environment. It can be provided by any
and all sources, and is disseminated to decision-makers at all levels in a visually effective,
timely, and secure manner.

Competitive Intelligence: The New Supply Chain Edge

What are the strengths and weaknesses of your supply chain? What are the strengths

you can take the actions necessary to outperform the competition while improving
revenue, profitability, and return on investment.

By Richard L. Wilkins -- Supply Chain Management Review, 1/1/2007
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Supply Chain Business

. : Tools which mine from the
SiSaS SAS® Supply Chain Intelligence corporate intranets and external

HighJump Software Introduces Business Intelligence Dashboard for sources enabling one to
' | |Sophisticated Supply Chain Performance Management track, monitor and visualize

the supply chain.

Microsoft Dynamics AX - Supply Chain Management

Oracle Supply Chain and Order Management Analyti

AUTOMATION

Software and Automation =
for Supply Chain Logistics

.......

Wi pE e
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&DPoweradvocate THE PREMIER SOURCE Of ENERGY _ _ R _
SUPPLY CHAIN MARKET | CE Primary Sources: Providers who obtain their intelligence directly

o ) From their target. They learn their information from first hand
Make Better Informed Decisions in Today's Volatile Market interaction and observation. Directly from those in the know.

Business methodology a.gi\nto HUMINT but with different tradecraft
Market Intelligence for the Transport and Logistics Industry

9%
<%

&

Different industry pr@a_r@
ry~Qtelligencesources

ls, publications and

newsletters in energy, transport,

trade, manufacturing and aviation
supply chains intelligence

Home *» Global Su

Chain Intelligence Porta
Transport Intelligence

Home About Us

Partner Intelligence Service

Deliver insight & visibility across the supply chain

RESEARCH MARKETS

Brochure

Marg information from hitpe/fwww.researchand markers.com/reports/65 3055/ X
Secondary Sources: Providers of
ThSuPPI‘u’ Chain Intelligence (I B .

secondhand intelligence, who learned
the information through someone other
Descriptien: than the target. Can be derived from
Literature, the Internet, databases.

Business methodology akin to OPEN
SOURCE collection.

A coni:puehensi'.re contract-by-centract guide to the global aviatien supply chain, updated every
maonth.

nufacturer

Wews Community Blogs Digital Edition Audio & Visual Aricles Case Stur
Logistics and supply chain

The 196 supply chain edge: Competitive intelligence
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Chain

i
ey — g Via Open Source collection |
000006 000060000 Information on the supply chain
0000000000000 intelligence derived from
business and competitive
intelligence can be used by
adversaries to detect and exploit
weaknesses, or by public private
partnerships to protect the supply
chain and to mitigate threats

INFORMATION TO INTELLIGENCE
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* Brand Protection

Logo Violations

Intellectual Property Protection
Patent Infringement

Media Monitoring

CSC
7 3 CORPORATION SERVICE COMPANY . ({3
< Cyveillance

Qinetid Morth America

. S Brand Monitoring
M G rI( Mon |'|'0r Are you concerned aboul the effects of illegal Internet actiity on your organization?

HMARKSMEN*

EgberAIefP_ CISION

Supply Chain Industry Solutions Overview

internet

VWabsite Monitoring

When bananas are imported from Brazil into the U.S., their limited sheff life is a lability. Agent Logic turns

this risk into opportunity. RFID tags mounted on shipping contziners automatically populate databases
/ when containers pass through shipping locations. Agent Logic provides monitoring and correlation across
these databases and other supply chain sources in order to identify when shipments have passed
custormns, and where at that point in time product need is highest. This dynamic supply chain inteligence
A G E N T ("\ L 0 G I c dramatically improves customer satisfaction and vendor loyatty while also maximizing profits by directing

delivery to the highest yielding locations.

Ly
\J TO DETECT AND RESPOND®
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Web 3.0 will allow the portability
and aggregation of
information across social

Web 2.0 enabled the individual networking and other web
for self expression and sites. Information will be
Web 1.0 saw the rise of information organization within much easier to collect and
providing web sites with news, communities via social convey.
entertainment, and the means to networking sites.

purchase items and e-commerce
through web sites.

Effective open source collection on supply chains requires use of emerging media

INFORMATION TO INTELLIGENCE
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« Business social networking sites
are a major focus for competitive Linkedﬁ® Yvyoe
Inte”IgenCe Business Metworking
* Includes interactive .dialogue with

experts and main participants in

the topics of interests. XING > %%N aymZz

 There are about a twenty major
business SNS, many are ;
geographical or business industry |
spoke FYITN

 Many have special identity groups
related to supply chains, and

some have specific government, .
aerospace and defense related H?&XE“RS Connect

supply chain groups. \ /
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K \ Social Networking Sites, particularly those which
Llnkedﬁ® 1,021 groups are business focused have numerous groups and

discussion areas which focus on supply chain
intelligence, including defense and aviation areas.
XING’* 47 groups

This provides an important area to keep current
with supply chain dynamics.

aeeed 500 + groups

N /
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/SEN Aerospace & Defense Supply Chain \

The purpose of this gite is to encourage industry-wide pow e

s E A) collabaration among small and mid-size supplisrs. T —
™ Small suppliers of 255 than 1,000 employ=es may Created: March 31, 2004

join, sesk and give advice, share experiences

exchange best practices Type: Corporate Group

. i Members: 645
- — [ Share ™ Flag as..
Owmner: Michaal Beason

Managers: Hilda Pacheco-Tayler, Jeff Hawley
and David Blanco

K Website: hitp v seaonline org /

<& Interagency Logistics

.- Thi ganesis of this group was the Community of haut this Grou
T Interest created at the 2008 Interagency Logistics B
¥ Symposium, sponsored by the US Transportation Created: January 26, 2009

Command (USTRANSCOM) Joint Interagency
Coordination Group (JI&CG). This Symposium brought
together senior leaders and practitioners from across Members: 54
the entirz spectrum of U S federal agencies, the
miltary. academia. NGOs/IG0s, multinational
partners and the private sector. Facilitated panel
discussions addreszed "Reducing the Hydrocaron
Faotprint in the Supply Chain” and “Knowledge
Management as a Logistics Enabler” This group will
sene as a venue to faciltate continued dialogue and
connect the diverse mambership of our growing
Community of Interest. 11 will also serve as a means to
infarm the membership of future Sympaosia.
Conferences and events of interest

Type: Profassional Group

Owner: Lance Carpenter

=% Share ™ Flag as..

Join Group
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Search Results (8)

ArablanSupplyChain.com - Professional Jgiin his group = e P Eban Procurement & Contracts Managers Join this group =
Metwark e st el (=~ Procurement & Confracts Managers Group is a

professional group for Supply Chain Professionals inthe area

of Purchasing, Contracts Managament and Inventory

Management Dedicated to provide help and advise in the area

of 2upply chain Management for all professianals in the Kiddle

East.

Jwner: Ahmad Alrjoub | 1% members | Share

B S LEALE Toproide a network ofinformation and confacts for

Cannec] wilh fellow professionals in the air cargo, sea freight
logistics and supply chain industries in the Middle East and
eyond.

Qwner: Mick Davis | 470 members | Shars

Iogistics and supply chain professionalz in the Middle East e — Supply Chain Group-Middle East Join this aroup =
Region Supply Chaln The purposa of this group of netwarkers iz to create of
Owner: Julian Kimber | 128 memberz | Shars community of people with strong Supply Chain Management

FPrafile If you have implemented, managed the aperations of the
supply chain on projects, using varous softwares, ERPs and
want to exchange information...you've selected the right group!

The Supply Chain & Logistics Group Jainthis aroup = ’ "
2 The Supply Chain & Logistics Group (SCLG) of Middie East Qwner: Marlo Ghogn | 18 members | Share
is a non-profil erganisalion established o promale the cause of
supply chain & logistics. This group brings an opportunity of
education. training, seminar and netwarking amaong ke minded APICS-Middle East Join this group =
Emm sslonals and corporations on global basis. APlCg == This group is intended to network those interested in
Dwiner: Haveen Arun | 123 members | Share T zupply chain manasement, loaistics 2nd Operations
managemantin the Middle East.

MIDDLE EAST & AFRICA Dwner: Sameh Shihalbl | 17 members | Share

2 EUBGROUP Jain this group =

4 EI.IEEI[‘E 3 subgroup of Buye Vorld ZEURCPE - NORTH AMERICA ’
- S0UTH AMERICA - MIDDLE EAST & AFRICA - ASIA & PACIFIC RIMZ = : } :
Exclusively for procurement and supply chain professionals IMiddle East Supply Chain Council Chapter Join this group =
from the Middle East & Africa, Cyprus-Egyptrag-lsrasl-Kuwaii- Supply-Chaiy Couwil  Development
Oman-Catar-Saudi Arabia-Turkey-United Arab Emirates-Yemen- This ternporary group will discuss benefits and aclions
Algeria-Botswana-Burundi-Cameroon-Gambla-Ghana-Moro oo necessary to create @ Supply Chain Council (3CC) Chapler for
lMozameique-Migena-South Africa-Tunisia-Zambla-Zimbabwe the Middle E2st region, including Egypt, Jordan, Dubai, Kuwait,
Elc. and Saudi Arabia - passible other countries will be added.
Owner: Maurice A.C. van den Berk - Procurament Professional | 42 members Qwner: Melinda Spring | & members | Share

Share
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* Identify the critical subsystems, components and
technology that are vital to acquisition or critical
Infrastructure supply chain

 Develop the analytical process for determining what
we need to know (the indicators)
— What are the indicators related to:
* lllicit transfer of technology, loss of data
 Insertion of defective parts
e Foreign acquisition of US vendor
— Develop list of key indicators.

 Find or develop a systematic mechanism for finding
that data associated with those indicators

— Systems and processes to monitor and track supply chain
developments including threats and evidence of illicit transfer.

— Adapt and incorporate business intelligence and competitive
Intelligence methodologies and tools to monitor supply chain
developments.
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Concept: Supply Chain Vulnerabilities War Room

SOURCE DATA INTERMEY UMSTRUC TURED SOLRCE AT

COLLECTION d — 'WER PRELUAIMARY COLLECTION

B i
sORERMW L - STRUCTURED SCLIRCE DTS
COLLEETED GaTA

EVENT DETECTION SEMANTIC AND
e — TEXT AHALYSIE WITH
TLASHF NG — DT EVENT 450 ENTITY EXTRACTION

STOHE FILLY
STRUCTURED T4 r STRUCTURED RED [T FOR AR RS

ERID USER
AHALYTICAL MODELS uut mu_ms WERSERVER
“ALERTING™ INTERFACE

EMD UEERAMALY HE SHD
DECISI0N SUPPORT

« Source ldentification and Collection
- Collect unstructured data from myriad sources
o Text Analysis
- finds text data and puts them into structured records
» Analytical Tools Application
- creating meaningful intelligence and knowledge discovery
- link analysis, multidimensional visualization
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